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ABSTRACT 


ime oao trey Or SUrVival Of a communication network 
mmmeierined as tne probabdiliapyetnhat there exist at least one 
Maen between any pair of stations within the network. In 
Meecoeelesis, tour methods for the calculation of the proba- 
Peeeeey Ol SUrvVaVal of the network, which 1S under enemy 
eerack, are presented. 

ieee ites, fyO methods deal with random networks whose 
ics have finite and identical probability of survival, 
fee UMe tnard and Tourth methods are based on the min—cut 


max-flow theorem. 
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I. INTRODUCTION | 


HecOnmmunaGarton network 1S a Set of nodes connected by 
links. Every link has a branch capacity which indicates the 
maximum amount of flow of messages. A communication network 
must have large enough branch capacity such that all messages 
mmmereaclh) their destinations under specified conditions. In 
general Pace emleoccacesmcCOULreIiICnGSs Vary with time. 

PReommuanLeasacv ion MeLtrwork may be Gonsidered as a collection 
suuliescave centers that attempt to transfer information to one 
mim@ewieis over 4a Variety of connecting channels. However, nei- 
Mitetemtrme centers nor the channels are necessarily survivable 
eieeey €iven time. Hor example in military applications a 
for might be destroyed by enemy attack, or lose its power 
Peieely. Likewise, a Communication channel might be busy, or 
Mmmmnecaie De tMOperavive because of an amplifier failure, a 
Ieeken Or cut telephone wire, or a jammed radio link. In spite 
Seueeetece possibilities, it is highly desirable that the re-— 
maining switching centers be able to communicate with each 
eee r . 

A reasonable definition of survivability of a communication 
network is that there be at least one path between any pair of 
Seavions. The SUevweivails FO l amiinia cary COMNmUN? Cay MOM an. 
memesis related to the exact structure of the network and the 
Mecowaotlivy Of SUrvival of its Tinks. It is also related to 


moewenemy avtack and the topology of the network. 





iP One Wants bo Enhance the probability of survival of 
miemilevwork, Ne might increase the probability of survival 
mepcien links, Grene Maeght increase the number of links between 
Pees Ol Stati ens witm@out increasing the total probabilities 
eieourvival of the links or he might change the topology of 
the network or use some combinations of these techniques. 
m@emenolce Of Lechniques depends heavily on the cost of the 
network. 

Communication links are made up of one or more elements 
merece ecaoles, anvennes, repeaters, or buildings whieh house 
PMiomeonmini cation equipment. 

Miematalysis Of the Survivabliity of the communication 
networks has been studied by various investigators [5], [6], 
[8] and [11]. In the work of E. Moore and C. Shannon [8], 
the probability of Pam ication between given pair (x,y) of 
Memes in the network 1S investigated. In reference 5, the 
Meas Of Che overall survivability of the finite communication 
network is introduced. Two formulas are given for calculating 
mmenoverall probability of survival. 

in this paper, random networks and finite networks whose 
fees Nave a finite probability of survival under nuclear 
weapon attacks are considered. Four methods are given to cal- 
eulave the probability of survival of the communication network. 
fotoet two methods apply to the random networks; one of them is 
Peapaouee bie consideration of the length of the path between 
meyeoalr Of Stations, The probability of survival of the 


finite networks are calculated by approximation methods using 








the min-cut theorem. Last method gives accurate results for 
finite networks and is computationally feasible for networks 


mime several thousand stations or nodes. 


fee Lok MATHEMATICAL MODEL 

A communication network has n stations (or nodes) desig- 
mated by ies. Va Wie dire COMmMecreO Dye mics ame View. 
PmavtOn has an average of s number of links and no self loops. 
mee, all iinks are assumed identical with equal probability 
SieouUrvival. 

A communication network might have fixed topological 
meeweture such aS @ microwave relay system, or might have 
eee Varying structure sucn as a nonsynchronous satellite com- 
timecation network. 

mre sclavions arevescsumed CC Nave nici yprobabwiau se. 
cee vyal. in this model of a communication network, the prob= 
feeelrty of survival is assumed to be unity. 

Mme Drobability of survival of a Jinkois retatedarorumtce 
Gastance between a pair of links and the structure of the 
fame AlSO assumed iS the separation between links of a nere= 
meme be ensured that one weapon will not destroy more than a 
meececermined number of links. 

Mmiecune Enemy wanls CO Cestroy “a SVstem, he “Canora, ae 
his attack in one of many ways. He can aim his weapons at 
peels its series links, or he can aim at any portion of the net-— 
meee) he choice of his attack depends on probable locavioen 
fees links, the Geeree Of AMpOreanece or the links. ane 


wnioewelevyel Of Wis Weapons, etc. 





The following condition is assumed for enemy attack. 

The nuclear weapon is aimed at random into a region of area 
A. The probability that any given nuclear weapon is aimed at 
erection of area A is A/ A (CA<A). 

Puc lear weapometadammany eifects. In this thesis, the 
Seeevructive etfect 18 mentioned, which is due mainly to blast 
Seecshock damages to structures either through the crushing 
action of the peak overpressure, or through the lateral dis- 
peereement, tumbling or tearing apart caused by the dynamic 
pressures. Also, the damage caused by a nuclear weapon is 
classified by degree as follows: [2] 

Lype A: Completely destroyed. 

Type B: Damage severely and beyond repair. 
aype C: Damage that requires major repairs. 
fepe UD: Light damage. 

Mine Schemarrve PilWst ration of dasuributlion @ieene types. 
Semeaces 1S shown in Fig. 1. 

The average radius of damage is assumed to be R. Inside 
Ry> ery Jink tS complevely destroyed ana Unetre memo eaitae. 


Smuside the radius R, when nuclear explosion occurs at point 


2 
(0,0). Thus, some links will not be destroyed and some links 
gape Dartially destroyed, when the links are located between 
ee radii Ro and Re In this paper, it will be assumed That 
Bme probability of damage of Jinks located between radii Ry 


and Ry ToOlMmlows.: Thee Gaussians 41S Umit urioOn. 








Figure 1 


Memeraeram Of distribution of the types of damages. 





If. SURVIVABILITY OF A LINK UNDER NUCLEAR WEAPON ATTACK 


When a nuclear weapon falls near a target at a distance 
less than the damage radius Ry Pierre link tne eine si ssa 
meres LOLCally destroyed. However the network may still main- 
ian communications. 

If the distance between a pair of links is 2r miles and 
Meo less than the damage radius Ra for the nuclear weapon 
Used by the enemy, the links may have high probability of dam— 
meemor low probability of survival. The distance 2r must be 
at least twice the damage radius Ro of the nuclear weapon in 
Seder tO pet a high probability of survival. This radius Ro 
mmr runction of the yiela of the nuclear weapon. Ir sémeone 
fmm FO design a communication network, he must estimate the 
mumen ot the largest weapon of the enemy. For instance, i171 
MmeeerexDlOsion occurs above the surface of the ground or Water, 
aiMT. nuclear weapon has a damage radius of about 10.5 
miies and 20 MT. nuclear weapon has a 27 mile damage radius 
me]. 

Mien the ald of 4 €oOmemper, the Ancecrationeel Une emer 
ability function over a known damage radius of the various MT. 
feeoon is shown in Fig. 2. If a link is sufficiently distanv 
mao a given MY, explosion and the distance r lics=well vo 
mae rieht of the applicabie MI. curve in Fig: 2, the survival 
Memeaat link is almost certain. ~8f, on the other hend, vme 
musirance Cr lies to the deft of the applicable curve, tne jae] 


Seruct1on of the Link is almost certain. 
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the probability of survival given by Fig. 2 is the prob- 
ability that one nuclear weapon falls specified distance away 
from the link. If more than one nuclear weapon is aimed at 
ei rcren’ points Of the communication network, the Oyetol sia) efak Ashe 
ecw vival or the line asthe product of the probability of 


survival associated with each nuclear weapon. That is 


| | 


J 


any rioe 
Wi 


- Probability of Survival of the Link. 


}— | f— an 
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Figure 2 


ie 





RGN), “= p,(x,) D5 (X,) eee Dy (Xe) (1) 


where P(N) is the total probability of survival of the link 
mcer N nuclear weapon attacks. Xp fowvie Cilstance from tne 
mewo POlNnt of the ras nulcwear Weapon. py (x) 1S bne prob— 
Mepellty Of SUrVivVal aS given in Fig. 2 for distance Ky at 
feameeolc Cherey levels of the weapon. 

Ree niet motrdeomeml ly far from the zero points or 
seem weapon such that Xx iPtcomietimeeo Gie raght ol the assoc 
peor curve for a piven weapon, p,(%,) Se ely ene si ale U anion: 
Mies)! Gderajly preater than 0.99. If, for example, the 
number of nuclear weapons were 10, P(10) would still be 0.9. 
Iuaioe the value of P(10) is still near 1.0. Therefore, if 
the distance between zero points of each weapon and the link 
ieee enough, the number of the nuclear weapons does not in- 
mageioec Lhe probability of survival of the link. 

EAAMPLE 1: Let three 5-MT. nuclear weapons be aimed at 
meme area. Ihe distance from the zero points to the link are 
meee )5 and 16 miles respectively. What is the probability of 
eimevaval of the link? 


Meecordlie Vo equat 1Or 7] ) 


3 
Pes = yg 
k=] 
EG) = p,(x,) Do(x,) p3(x3) 
where X45 = 12 miles 
X5 = 15 miles 
XK =) ie ome s 


ie 





Ego Mim. 2 Tor a 58M. muclear weapon 


p, (12) = 0.09 
p5(15) = 0.895 
p(18) a 


pom ChiemorObability Of sUmmaval Of a link is 0.08. 

Mimpreculce. at TS850°o ditimeult to estimate Or measure 
me Gistance between links and the zero points of each weapon 
Meee whien the probability of survival of a link is computed. 
However, a communication network should always have more 
immer One link and also the nuclear weapon can destroy more 
mam One link. 

Pooh oe a Ome ME mMemaveTODe NCL Suances DeLWee wn eae ime a min 
Sel inkSs, we may now compute the average probability of sur= 
Vival of a link which is integrating over the area of radius 


fee Len , 


r 
as ee ete medio cep 
0 


where f(x) is the Gaussian distribution function of surviv- 
mrrerity with mean and varlance, and er is the average distance 
meoween links in miles. 

When the communication network is subjected to random 
Memouardment, the probability of survival of a link is a func- 
fer Of the average distance between links, but it is indepen— 
femew Ol 1tS location. However, for one nuclear weapon, the 
Pre@iganility of Survival of a link is related to the ratio of 
the damage area of the nuclear weapon to the area which is 


muigyeeced to random bombardment. 
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Various energy level nuclear weapons have different 
memase areas and different means and variances. Every various 
oer ey Level nuclear weapon has a different damage distribu- 
io) Of probability. 

iMemiuechoaie Weeapene la starve btead ay random Into a region of 
Narea A square miles. The probability of a link being inside 
mee damage area of the nuclear weapon is the ratio of the 
pemeaee area of the nuclear weapon to an area which is sub-— 
meeved LO random bombardment. Thus, 


7 (DKA) 


where D is the damage area and equal to TRS , Ry is the damage 
ieous Of the nuclear weapon. 
Miomorooadollityeorsdamagte Of Guy given link which ise 


Side this area is 
Q = gil - pr) J 


where l-p(r) is the probability of damage of a link which is 
meee les from other link or r miles from the zero pointe. 
Miye prebabllity of SuUrVival Of any given link inside vlie 


eee Of A square miles is 
P = 1 =@ Cs) 


Equation (3) is valid for one nuclear weapon. If N nuclear 
Meaoons fall at random in an area of A square miles, the fol- 


iowing is valid: 


P(N) = {1-[ 1 - p(r) 12) (4) 
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BKXAMPLE 2: Let 30 miles be the average distance between 
Ieecs. Ihree 5 MT. nuclear weapons are randomly aimed at an 
freee! lOOQO square milesey Whet is the probability of sur- 
feeeel Of any given link 1n this area? 

Mie wp rOobaDiiii ty sor eauiyaval (Of a dink which is 15 miles 


meen Le Zero point is 


pols ==. 0.90 


Mmicm@amtese Teodtus eer suites MiP enuclGar weapon 1s 27 aniles. 
Mmerefore, the damage area, D, is 907.5 square miles. 


Miewprobebilivy sol a2 Link beine an damece area, Bs is 


Seo oe 


>] 


[Gemene muclear weapon, the probability Of SUrvyivaleo: 


Meee ven Jink in area of A square miles is 


P(1) = 0.989 
fen three nuclear weapons; 
P(3) = 0.967 


Mmerene averace distance between Tinks is larseneneusn, 
the number of nuclear weapons does not appreciable affect the 
Meepebllity of survival of the links. 

If the average distance between a pair of links is 24 
fomlles vice 30 miles, the probability of survival of any given 
iter 1s changed drastically. Thus, from Fig. 2 

pole) = ee oO 
line rebabulivy Of anyeaiven Iiakeinside the damage “arce 


imemunchnanged and again equal to 0.907/5. 


iS 





fowvone nvelear Wweapemwuume Drobability of survival of a 
mink in same area of 1LOOO Square miles is 
2 IL nO ears: 


For three nuclear weapons 


eS 0.0043 
Paonia loo moot mm de sa verage “OLGueanee wer wecn 
iinks is the most critical factor, since it was shown that a 
change of only 6 miles or 20 percent resulted in a significant 


difference in the probability of survival varied from 98.9 


percent to 0.43 percent. 
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Tift. RANDOM NETWORK 


bet 4&2 Communication metwork be an aggregate of stations 
moemecach station 1S capable of issuing some number s of links. 
Mee link terminates at Some Station of the aggregate, and the 
meeoabLlity that a link from one station terminates at another 
ae ol) 15 the same for every pair of stations. The resulting 
configuration is called “random communication network" [6]. 
A. THE SURVIVABILITY OF THE COMMUNICATION NETWORK WITHOUT 

Colo DE RING THE LENGTH OF THE PATH 

ime me lact Clapveiw. the Drobavrlity Of SUrYVaVal cr any 
Peeeeolink inside some area of A square miles 1s considered 
Siieer Varlous conditions based on the size of the enemy weapons 
ooemmeane distance between pairs of links. 

iiewaverage number 1 Tinks, S; alone Canney sive precise 
Mmateermatvion about the communication network survivability. In 
ae@aicion, the relationship between the average number of links 
pene probability of survival of the communication network 
mmerecaed FLO determine the Survivability of the network. 

Ieekord chains can be used to find the probability of sur- 
feaevea! of the random communication network. Suppose that an urn 
contains n balls with w white balls and n-w biack balls and a 
fEeeayer has s tickets. He plays one ticket for the right vo 
mean a ball at random from the urn. If the ball drawn is 
me, Ne receives. d additional tickets and if it is black ne 
mecetVves notching. Une ball drawn is always replaced by a 


eewmmoalin Drawings Continue vntil s=0...2n this case, black 


a, 


Malo lepresent stations mou reached previously, and tickets 
Sooresent the number of links emanating from previously 
feeeced Stations, which have not yet been traced. 

Feels De be peebabilivy Of Stmyival Ofethe communi cation 


memwork which is a function of the number of links. 
rcs ) cy 


ine average number of links after the enemy attack can be 
@emellated as follows: het d be the average number of links, 
after the enemy attack, dis equal to the average number of 
Memes Delore the enemy attack times the probability of sur- 
Vival of any given link inside some area of A square miles. 


Thus 
oe) (6) 


where P(N) is the probability of survival of any given link 
iemcde SOme area of A square miles and s is the average number 
Pemeeinks before the enemy attack. 

Miemuri woroolem Can also be applied FO Our randemyconninaea. 
ean 4) Bee gork. The existence of a path in a random communica-— 
Een network from a station Vs VOmcme cibbon Vs To le Se ete 
mesotoility of tracing links from Ney tTircugh any number of 
miizermediate stations to eG 

ie is m links removed from Vas Lf mis tune smallest samc. 
weeelrnikS contained insany of the paths from V; ie as ipa OR 
Vs itself is zero link removed from Vas All the other stations 


meom which the links of Ve Lerininave ware sone link. remo Vic Cie 


aaron DOn Wolecn tne links from these latter stations 
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Gemminavle, and which are not one or gero links removed, are 
mo links removed, etc., according to Ref. 6. 
ferec (Mm) be the probaba lity tunaueameiven station is con 
meeced at the nee Sydle eic- OrObewiity Toat a station as 
memcacted for the first time at the me Soe ee 
m—1 
com] fe T= C(i) | (7) 
1=0 
Let B(m) = 1 - C(m), Eq. 7 becomes 
m—1 
= Gm) if fac (ae 
1=0 
Were B(O) is the probability of not selecting a given station 
Guo et ace Zero. 
wie average number of links emanating from a station tae 
Meee urvived is d. sSinee each station sends on the average 
Seeeeics, and there are mn stations in the communication nmev— 
uaa 


work, the expected number of links to be traced on the (m+t1) 


iearcing will be 


a ea eee ar ee Bia) (8) 
i=0 
Mie sorobasltlity that any given Station an thesagere care 
is not contacted by any of these links on the Cray ae Birac 1 me 


will then be 


SMGnebid eae en alent) | (9) 


Meee ror barge 1. may be Wratten as 


ie) 








I 


m-L 
B(m+1) ow ee ee Cr) | B(i)} (10) 
i= 6 


m—-L m 
Exp{-d [ | B(i) - BGs) ele) 
ro 0 


Mmiciiie. the producumo, HOtvMm sides of Eq. 10 with respecr 


moni, ylelds 


m+ 1 


m j-1 J 
| | B(j) = Expr. | | Bei) = | | aed Cian) 
j=l jel i=0 i=0 


When m goes to infinity, the left hand side of Eq. 11 


becomes 


m+ 1 


— 2 ee (12) 


ee 


Mieemervohnt hand side of kg. il becomes 


j-1 j 
Mm 
Exp{-a J [ | B(i) - | | B(i) J} (13) 
j=l 
1=0 1=0 


Inside the braces is 
mae. 0) —- B(O) B(1) + B(O) B(1) - **+ + B(O) B(l) *** B{m-1) 


- B(O) BCL) ++ B(m)] = -d[B(0) - B(O) B(1) +++ B(m)] 
Equation 13 becomes 
m 
Exp{-d [ B(O) -| [sq 3 (1 3isay 
i=0 
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But B(0O)=1-1/n#1. as n goes to infinity and Eq. 13.a becomes 


m 





oe eee 





| B(i) J} (1h) 
1) 


Taking the limit of Eq. 14, as m approaches infinity 
Expi-d £ 1=- (1 -H)}] = Exp (-d H) (15) 


Paiat Pome 2 (eCguials sig eS evnidet sine Se eemdl biOMms me ebinicn 


I= H = Exp (-d H) or 


H 


ie eaomCeda: (16) 


Swioct ltucing Ha seoeinto: Bas Mowyields 


H 1 - Exp [ -s P(N) H J] ile) 


auiatd.on lf is an equation for the provability ©1 survive 
pees Communication network after the enemy attack in Verms 
Peete nce network parameters. 

WewmOooe thay for H=0, eGvery G as the so lucronvwot stne soar 
ime it HO then Eq. 16 can be solved explicitly for a given 
fete Of Gd, which is given by 


-iIn( 1-H} 


: H 


Gio 


The right-hand side of Eq. 18 is analytic in every neigh- 
menirOod of the origin and tends toward unity as H goes to 
mamee §6lxpanding that function in power series of 1, we have 


e 


A ae ee - a ae Giey 


No] ao 


Nerve Valines Oi He woe lie poysleally Mean male ss aie 


Peomemcecardeads Thus an the wegions=0 <= 41, we have i-U. 


Ze 





10) 


Bae 


Jo - reOveeiminby wo, Meuwork 





Opie 


We 


GQ = Number ve flanks = atver Attack 


Figure 3 


The average number of links d is always an integer. So the 
Value of d equals zero which is physically meaningless. 

penexalmination of the meaningful part of Fig. 3 shows 
that as long as the number of links does not exceed one link 
per station H=0, i.e., for a very large n, the number of sta- 
tions to which there exist paths from an arbitrary station is 
negligible compared to the total number of SUav 1 Os side rae 
communication network. On the other bands as the averaceunune 
ber of links increases from unity, H increases rather aoa Calas 
Por d=2, H reaches about 0.80 of its esyMOu0bi ce Value sanded. 
within a fraction of one percent of unity for a quite moderate 
Merc of d (say 6). 

This means that no matter how large the communication net- 


work is, it is nearly certain that Vile ee iki eS ne sam 


Ze 





Berween two Stations picked atv random, provided only the 
average number of links is a few times Oaiger a ce amesate ee ee 

EXAMPLE 3: Let 24 miles be the average distance between 
links. Three 5 MT. nuclear weapons are randomly aimed at an 
meeopet 5000 square miles. What 15 the average number of 
links per station before the enemy attack in order to keep 80 
Preece SUrVivability Of the communication network? 


Mocmin trom Kise we ote rile iieles Anges NUL mele ar we ape, 
OD  12)5 = 009 


HNN = Le ot sneer eet t cece) ts alt Te gee hl ets al oe elie 


~ = 0.3025 
Mme probability or Survavel of any given link ansitgdewared 
is 
Vayu Goes 
iimeme. the probability of Survival for three jal niche an 


weapons is 


Ee) eee 
iden, the average number of links is 


= Jie Ibe 
H P(3) 


pinliae 


C) 
| 


S must be an integer. It is chosen 6. 
If the average distance between links is increased to 30 


imres, the probability of survival of any given link increases, 
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SO, 


PS ewe eos 


pues uhne average number of links, s, is 2.5 and chosen 3. 


eee ne, RRPRFECT OF THE LENGTH OF THR PATH 

Most communication networks have some processing time 
meoctated with the links and stations. This processing time 
feeeeec Une Lime necessary Go transmit iniormation through the 
mee Or The time needed at station to decode, recode and re- 
Meetismit the information. In any event, it 15 usually desir-— 
fees) FCO limit the time a message remains in the communication 
faierork routes. Thus; instead of asking for Surviving fraction 
mmeeoclons that can be reached Irom a piven station by a path 
eeeo more than m links. 

immcum Uri) problem. Che drawine oi balls are equiva. 
Pemiotans a population of n points with replacement; consequently, 
the same ball may be selected more than once. A more reason- 
fame cnOd OF Selection 1s to establish links Sequential: 
iit wiirst station is selected equiprobably out of n possible 
memos, vie second station is selected equiprobably out of 
meme | remaining stations; ... ; the ae Stal lon ts soe cre 
equiprobably out of the n-s remaining stations (none of which 
has been already selected). 


Assume that the Jinks at station V; are determined by 


Pemoling station eS ee meee |< 2. gem without re- 
fmereement a total of d times. 
imimecdct., Bq. Yo isevalidvior infiniterstattons. Misdeas 


not make any difference for large ratios of population-to-sample 
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Saze, sampling with and without replacement. If the number 
Mamocacbions is finite; Eq. 16 is not valid. Actually, Eq. 16 
meee tower bound for H. This is because a communication net- 
Werke with no parallel links in the same direction has higher 
probability of being connected [4]. 

Mine probability of Survival of tne communication network 
mmmeee Investigated without replacement for finite stations 
eeeiOliows: Choose an arbitrary station ve and let S ORV; - 
Let Sy be the set of stations connected to V5 by links direc- 


bea from Vey tees eligi cleeelesn Sy Pew Rlemec 2 Onno cin en Old sme ellie Cine al 


memset Of stations SL by tanks vai recred fron Sa 


it ie 


ee, On. 


Persp, all links emanating rrom So SIGS WISE oS ee 


memdiseir Of Stations in Sy cice en OUaG.-e eae Go Ue oe stage, all 


mies Cmanating from Sa Witten have NOt already Deen et racean 


2 
Se 

We shall rewrite Eq. 7 in terms of another probability E(m), 
wee) Wilk be defined as the probability of being contacted 
memmmiic first time on the ue (tea Cs er Sie 
m—1 


ee ee B(i) Cea 


1=0 


m-1 m 
BCi) - B(i) 
1=0 1=0 


Pieme eine solilOlsOOulmoldes ~Oleund.. /.b Will respecy wo 


E (im) 


tieeey Le lds 


22) 





joe J 
m m 
YEC]) = JO pa) = | | 3c 
je0 ne 
1=0 1=0 
m 
= ]- | BC) (20) 
1=0 
or (m+1)°P stage 
ieee 
me 
) E(j) = 1 - | B(i) (21) 
j=0 
aie) 
m 
memving Hq. 20 for ioc) 
1=0 
m 
m 
iCal, ) eae een) (20.a) 
et 
1=0 


memrrte Bq. 7.b for (mt1)°9 stage 


m 
E(mt1) = [{ 1 — B(m+tl) i Gs Cie 
| i=0 
Piievlvuting Kg. 20.a into 7.c 
m 
E(mt1) = [ 1 - B(m+1) J[ 1 - } E(j) J] (22) 
j=0 


Mee Probability Uae any .eivenmstallCn 1m tne arr reeave 
is not contacted by any of these links on the Grape tracing 


Tomiie be, for large n 
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m—1 
B(mti) = Expf{-d [£ 1 = B(m) ce (10) 
i=0 
peemtee the term of inside the braces of Eq. 10 is equal to 


P=d E(m)], Eq. 10 becomes 

B(mt1) = Exp [ -d E(m) ] (23) 
PMiescituting Eq. 23 into 22 in order to get E(mti) in terms 
of E(m). Thus, 


Mm 
meme) = te See ef - Exo hd hme 2 
ia 


with E(O) = 1/n 

E(m) represents the probability that any station is exactly 
m links removed from a station chosen at random. E(m) is ap- 
proximately equal to the expected fraction of stations thay are 
connected by at least one path of m links and with fewer than 
teers to the station cicked at random. 

When E(m) is known, the probability of survival of the 
@emmunacation network can be figured out. If the only avail-— 
meme path between a pair of stations is too long, it may be 
meio aereda that the enemy has effectively separated the two 
meenons, The probability of survival of the communication 


Memmnorik tf does not take this factor into account. 50, 
Ei 6 we Ey) zy) 
m=0Q 


In fact, if we take the sum of Eq. 24 while m goes 
Meritt y, we have 
H = 1 = Exp (-d H) 


which is the expected result and the same as Eq. 16. 
De 





AS far as the information transit time is concerned, the 
determination of probability of survival of the communication 
Memwork 1S closely related to the path of length when any 
pee) SCavCion 1S connected by a path of length m or less to a 
station Ci Ooch chem alc Geran asics, 

m 
BO ) E(k) ieee eee (26) 
k=0 
with E(0)=1/n, n is the number of stations. 

EXAMPLE 4: A communication network has 100 stations with 
pemeevctarcc Of 20 Links per Station. Let 2/ males be thevaveracec 
meeeroance between pairs of links. The enemy attacks at some 
area of 3000 square miles with three 5 MT. nuclear weapons. 
iheeis GCeSsSired to find the probability of survival of the com-— 
iemrecatlion network which can be reached, after the enemy attack, 
from a station chosen at random to any given station by a path 
Siemo more than 2 links. 


imagem Fie. 2, FOr r=13.5) miles 
DCL 52 5) aac e 


Macoeprobability of ao dink Deine imerhe sdameace eid, ves 


m= Oras Oem 


ime probabllivy ©f SUrVival ot a@yeiven iank 1ns16eern 
feed 15, for one 5 MT. nuclear weapon 
RiGee 20es5 
fem three 5 MI. nuclear weapons 


Oey) en Oo 
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Maen, from hq. 16 
H = 1 - Exp (-20 0.62 H) = 1 - Exp (-12.4 H) 


ive probability of Vsurvival cf Chie secemmunmeat ion network 


H is very close to unity. However, when E(m) is calculated 
ieom Eq. 24 
mo} = 1/20 ao 
Eis = 0). — O20 el - 9 eo 2.) 0250s et eee lenis, 
Bee) = (1. = Geet 1 = Bro 12.4 02s) ee eo oce 


Meee Ore, although nearly 100 percent ot the stations canwse 
reached from a station chosen at random, H(3) = 0.01 + 0.115 
+ 0.665 = 0.79 and only 79 percent of the stations can be 


reached with paths of two or less links. 
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LV. FINITE NETWORK 


Eee COMPUTATION OF SURVIVABILITY BY EXACT METHOD 

PC OMmMUN TL @agarOn Ney WO wias MeSealrOneomanG Moliamkss Hach 
ieee Nas a finite probability of Survival; they are denoted 
by Py> Pos +++s DL Vago setew > cares Yy> Yoo s++s Yoyo respec- 
mevely. It is assumed that each link is associated with a 
emoeuistvically independent random variable with only two pos-— 
mmole States, namely, the state in which the link is in opera-— 
meen and the state in which it is not in operation. 

ieetne Jank b, exists in the network with the probability 
of survival Ds> CA Soe Mea slay y,=l. beG ye ae seb are ty Of sae 
sere network be described by a state vector (CY, > Y5> a 
ee) where y,=l or 0 according to whether the link b, is in an 
Seewearine state or not. The totality of ali the 2" state 
meerors forms the sample space, and each state vector corres— 
fremes FO a vertex of o unit m-dimensional cube. since the 
inks b, > D5 > Seis Dl are COnsi dered Stepustacally tide pend. mm. 


me@eworobability of survival that the state Y, exists [5]. 


k 
m 
Ya 1-y. 
i1=0 
Paere Ds TSE Me PrOCab iy tet siete cei e Of air em bani b, umde i 


Scacve Y53 encd-“Bs aS tievwerobabl Tie eel eerie vale lee 


k 
ime eiis COMMUnLcarrlon Nevwork, alll Pliiks ere assumed Teen 


Mme with equal probability of survivel. @hen Eq. 27 can be 
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written as follows: 


m 


: | | pi (1 = p) 1 (27.a) 


1=0 


Be. 
t 


A path between two stations, say, between the station v5 


and V3 is a subset of the links of the communication network 





meer of the form (Vi V5;> VoV3 oe Xie vee jeeeikeea aia 2) 
graph is a path with one additional’'link joining the two sta- 
feris Of the path. A “tree is an n-station communication net— 
work graph is a set of n-l links that contains a path between 
eeeery pair of station in the graph. It can easily be shown 
ities any Set of n-l Links that contains no ioopn is a tree. 

In order to maintain communication among all stations in a 
ierrork, at least one path between any two Stations of the ner— 
Wem 15 needed. it is well known that a finite graph is a tree 
meen Only if there exists exaerly one) parva between Twe era 
meens. lherefore, the communication 18S assured if and only if 
Mme ©Xists at least a tree in the network. 

Mine probability of Survival of aycommunacarion Wetwork as 
gememed aS the probability of the communication between every 
Memeo t ibS Stations. So,;Sit 18 Chewaleehbrarc Sum ol une 
mieeioabilities of all the possible states which contains av 
least a tree of the network. Therefore, [5] 


om 


Hess arc C2» 
eae 


where Pee ise Che DrOobDabivivy vol Utcecraleac, by is i" or Oran 
jne State k contains a tree or no tree in the network as its 
Elemeework respectively. 


oul 





communication network which is shown in Fig. 
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Figure 4 
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= Pe> above equation becomes 


+ 6 p? 
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q +p 
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B. COMPUTATION OF SURVIVABILITY BY APPROXIMATION METHOD 

in the exact method of calculation of thle probability of 
the communication network, first, all the trees in the net- 
work must be found. Secondly, Py Phieat Sat sALew Ob 2 Gala Gop 
mae state k has to be computed for all possible states. So, 
if the network has a large number of stations and ieee 
computation takes a long time. 

In this section, a finite network whose links have the 
same finite probability of survival is considered. A general 
feeroo 15 fiven to compute the approximate probability of 
eeevyival of the communication network. An equivalent network 
eeeevhe communication network can be used CTO Compute The ap— 
mieoxilmate probability of survival. If each link is assigned 
rue Capacity, tne maximum ilow beuween any pair Cl svavnen 
mmeooual to the corresponding mim—cutset , which must be re- 
mareeo in Order to separate tLhese Stations. 

ime equivalent Nevwork 

The network flow problem Was firs’ —COnsidereds>, ore 
and Fulkerson 10) who introduced the basic concepts of flow, 
mee ectc., and provided the main tool, the maximum—-flow 
ieemimum—-cut theorem. Ford and Fulkerson discussed the flow 
between two special points, the source and the sink. Gomory 
and Hu [9] studied the problem of multi-terminal flow and sug- 
gested the use of the equivalent network which has the same 
meow Of the original network. 


Ene> COnSTPUCL LONnwOl Golleory aha enleh S CeseiiDed eas 


memlows: Select two nodes arbatrarily end solve a2 maximal 


ae 





flow problem between them. This locates a minimal cut (X,X), 
which we represent symbolically by two nodes connected by a 


Mimak Of Capacity Ej, as pal le. 


SS . ——_® 


i 
Pa ieS + 5 


[mene moce, the Individual nodes of A are listed; in Che 
other, those of X. Next, choose two nodes in X, and solve 
the resulting maximal flow problem in the X-condensed net- 
work, i.e., all the nodes of X can be shown as a single node. 


Boe resulting minimal cut has capacity e, and is represented 


Zz 


Mepeliieeor CNIS Capacity connecting the two parts into which 


1 ana Xo. The nodeu ate (cone 


mereted TO Ay Mimkv lo tiem one alt Ot sulle cur asS 2 


X, otherwise, as in Fig. 6. 


pts CivVided by the cut, say A 


13 ie) 


oo & 


Hiseace | 6 


[PiemorOces Ss le Cheoe i nanbOove 1s Continued, and av 
each stage of the construction some set Y, CONSiLSU Ane Ot Bnew 
than one node, is chosen from the tree diagram at that stage. 
Miemeeey s Will Have ageermeaam humber of links connected to 
tmimebniswtree.— All Me@meghe sets that can be reached from f 


by paths using one of these links are condensed into a single 
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mode Cr The next maximal flow problem. This is done for 
mami coMmiIocvecad uO Y im the tree.- In the resulting net- 
work a maximai flow problem is solved between two nodes of Y. 


Mmieesel Y 15 partitioned into ty and ty eyes Minwmas euT 


MimirmrOound. eras 1s represented in the new tree by a link 


1 and Y55 


Meemecner modes of the old tree are connected to t4 Eee ete alter 


feenire Capaciuy equal to Tne cul capacity joining Y 


eee an the ty one e Or Be eer elle nai. Yo otherwise. 


ee eS hie mito ee Meta LeSteo Or sCme const -ueLion,, 
SlppoOse Chat we have arrived at the tree diagram of Fig. /, 
meets Y tO be split. Removal of the Links connected to Y leaves 
meewcOunNectea Components Y; AS 3 Ky, Ao; Ay oe Ke. ae tere teller 


mmereorigzinal network the nodes A. are condensed, as are those 


1 
x, Ke , and Ky Wx AO x, 





Figure 7 


Solving a maximal flow problem between two nodes of 
Y in the condensed network might then lead to the new tree, 


as shown in Fig. 8. 
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Figure 8 


MD 
ON 

MD 
feat 


MmemmeereOcess 1S repeated until all the sets consist of one 
Mmedencacni. tf the original network has n nodes, this point 
treached after n-l maximal flow problems have been solved, 
eece tne tinal diagram 18 a tree on n nodes, Gach link of 
pimeeh nas been created by solving a flow problem. The number 
ey Aewaeiea FO. bie aoe imo Coe lamal Cree 1S) Ciemeapacity 
eieenis Jink. 


EXAMPLE 6: 





nie Wilecn. So 


Toe oveyesiiay (lave aia lk vl PiMonale alote Mae wore Oo ee. 9; arbi 
@eorimie scelecy mode Meemamar tor Ghe first flow problem. ‘This 
yields the cutset ( {1,3} , £2,4,5,6} ) represented by the 


Peec ore rie. 10. 
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4,3) CA56) 
Figure 10 


TaOoWwes te and 5 ter the next flowmproblem and con— 
densing 2,4,5,6 gives the network of Fig. 11, with the sub- 


SeeMment curset 





ieee: ala: 


( {i} , 3,4,5,6,2} ). Hence the tree of Fig. 10 becomes 


@—---@—= 


a One ele 


il mmcho@se Cm ancGn rine Gonl@emoce met wortk. 15 Showmsi, 


Meee 13 With the cutset ( {4} , {1,2,3,5,6} ) 





Figure 13 
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Hence the tree of Fig. 12 becomes 


(33) + (25,6) = —_(4) 
Figure 14 


selecting 2 and 5 for the next flow problem and con- 


@eeeineg yields Fig. 15 with the cutset ( {5} , {1,2,3,4,6} ) 





seg tee laa 


Thus the tree diagram at this stage is as shown in Fig. 16 





Figure 16 


Finally choose 2 and 6 to get the condensed network 


ries | with the cutsec ( {1,2,3,4,5} , {6}) 
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Fake Seater ea 


Consequently the final cut-tree is as shown in Fig. 18 





Figure 18 


wwe COMpULaclon Of Approximated Value Of SuUurVvivabalicy 

ie te eceme rene a Ve Viewe DWOI OC nam > Geen Wale iil 1@ Cc mcrae 
Mee links. Each link has a capacity denoted by Css where 
Pave oea.,n-l. The tree links with capacity e, can be repre - 
pemced Dy C5 peaatle lie 1h UGgieemeapacl Gy. seis  Alscicme a 
miievne previous section, eC. homecare selly iy ee FeO, vere 
mepwork of Hig. 6 can be redrawn as in Fig. 19, in which the 
moval number of links between to and Ay as C6 ree. xy and 
Ke me Cola at Co ae 

The probability of survival between two nodes, say, 


Ay ana Y5 can be calculated. There are e¢ links which have 


3 











J 


Figure 19 


@eemocame probability Of survival. Then, 


(6) IS lee Cieceh (Ciba) 


eC 
= 1-q® (29) 


where g(i) is the probability of survival between two nodes 
fee Link capacity Cs. 


ine general, 
ge(i) = l-gq C290 ay) 
Mieere gq=l—-p. 
The network of Fig. 19 could be redrawn as in Fig. 20 


so that each link has probability g(i), where i=1,2,...,n-l. 








Wy aa “ g(5) @ 


gt 7) (4) 


neon) 
2 S 


Figure 20 


EC prOvaoMliby Giesuirvival @1f tae network Gn wii. 


muemecan Casily be computed as follows: 
Bee laa) (3) el) ets Se oa 
Ole sk re@ieten Iie byl eten 


H 


Cae) Bs G2.) erence eOMe)) sere. NGI.) 


n-1 


| | g(j) e230) 


deal 


Dis CMe eC. toed. GO j0l We Nave 


n-l 


= | ee q J ) es) 


a 
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WiewexaermanG aePrOxlmalion probability of six dif-— 
Pameme  tinice Neuvworks are computed for different probability 
Sresurvival of the Jinks using Eqs. 28 and 31, respectively. 
Beey are Shown in Appendix A. The tables for these computa- 
tions are shown in Appendix B. 

MEIC ws in VMee sa nave Some Similar character= 
Meepes. Ihe approximated value is always greater than the 
@xact Value for any value of pop. Equation 31 18 a reasonable 
eeecoximation for computing the probability of survival of the 
Merk, because tne appreximation 18S about equal to the exact 
value when p < 0.20 and p > 0.80. The average maximum error 
[nee mry 5.2 Derecent when p 18 in this region. The average 
Maeeiniiiecrror for Cheese meGworks occurs at p = 0.55, and it ws 
equal to 8 percent, as shown in Appendix B. 

VSttemiec.i tHe Cd celmv alent met WwOrke, CNey provable y sol 
ie iva | Of the network can be calculated aS before. The 
Meoadiiied equivalent of the communication network might be ob- 
meeeeea as follows: Follow the same procedure used in getting 
pee ecauivalent network. If the original network has n nodes, 
solve n-l maximal flow problems, since the final diagram is a 

th 


Meee With n nodes. The k link has the capacity e),- Draw 
k vente ene ioge.s x and 


Ney: Repaeent tier tree links. by ey. parallel links with 


ieee tree that links with Capacity e 


Mamet y Capacivies. Rhemove one link between nodes x. and As4y> 


where e. is maximum in e), aivwen emi |. ne final daragram 


ioeone modified equivatenu nevwork . 
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° GS 
Figure 21 


Assume ep is the maximum integer ine Ves 2,550 56. 


k? 
The modified equivalent of Fig. 8 can be drawn as in Fig. 21. 


Pres cUrvavability of Fig. 2li is 


H = g(1) g(2) 2£(3) e(4) 2'(5) 2(6) 2(7) 


a. 
where g'(5) = 1- aq 


For n-node network 


e,-1 n-1l . 
i = oe Cer K) (32) 
a 
l-q Weal ; 


where e. ise Cliew retest. tmibecer arte k=lve2,e°e,n—-l. 


kK? 
P@uatceonese —PUVESSDevLer S@ooroximalion Lor comput ation 

Meche probability of survival of the network. It can easily 

be seen in Appendix B, the average maximum error is only 3.2 


percent instead of 8 percent. Also for small p, say po «< 0.50, 


the exact and approximated value are aimcst the same. 
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V. CONCLUSION 


Peete Meo nel Notark lone Near random communication net- 
femk 1S extremely large, then the first method (Eq. 16) is 
Meee Ol viie four methods for computing the probability of 
Survival. In Eq. 16, the path of length is not considered 
Mmieorlanue It Cives a lower bound for the probability of 
ewevaval of the communication networks. 

eal MOO mimes a Maier Taclor, Line secend meth— 
Gem bq. 26) results in a better computation of survivability. 

The third and fourth methods (Eqs. 31 and 32, respectively) 
Memo roxctmMatvlons Of the survivability of finite networks. 
Scomviaro mMeviod 1s based on the equivalent network which 
utilizes the min-cut eee eon theorem and has been applied 
Meme —COMDULaALION Of SUrvVivability of six networks. The re- 
peeees are reasonable, 1.¢€., the average maximum error Detween 
mieeexact method and this approximation is 8 percent. The 
Riera mevnod 1s based on the modified equivalen’ network 
mime alSo utilizes the min-cut maximum-flow theorem. Again 
meee method is applied to the same six networks, however, the 
Meee lS are Significantly improved. 

PolewmoUgeecelons fOr TUrther StUUdles are fiven below. 

For random networks: 
me yovems With tonuniform links and distance bias, 


mae oyscems with repair and memory . 
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For finite network: Methods three and four are applied 
Saily tO Six simple networks. 
1. They may be applied to more complex networks in order to 
SCOmeave When mernod 125 best approximation. 
The computation of survivability is based on the identical 
megebabllity of survival of links. 
eo. They may be extended for unequal probability of survival 


@e Links. 
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APPENDIX A 


SIMULATION OF THE PROBABILITY OF SURVIVAL OF NETWORKS 





Network-—One Network-Two 





Network-—-Three Network—-Four 





Network-—-Five Network-Six 
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H = Survivability of Network 





Peas 


ke rT , 
Taek a a. 36 70" 
e &. to” tad eed 


io eaGoD ol lator Surya yoal on ome Ean 


Beeeere A-)}. Simulation of the Probability of Survival of 
Network One. 


meme? line represents the exact value, cross and plus sign 
Bemmcsecnl approximated value using Eqs. 31 and 32, 
igetepeccively. 
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H - Survivability of the Network 





af ood 


P - Probability of Survival of the Link 


Figure A-2. Simulation of the Preamps y OL woldey i vid | 
of Network Two. 


Solid line represents the exact value, cross Apa eos amc seas 
represent approximated value Visine sigesee sb anG se ; 
respectively. 


4§ 





fee 
it 
or 


a = Survivaovlicy of the Network 


nies lee ee 726 ae 


Ee eo ale ee Ont ele Vl Vee mm@) ey nema ie 


PeSUCe sa 5. OUNMEt Pomel ume Probability Ol survive 
of Network Three. 


BOild line represents the exact value, cross and plus sign 
Magee schit approximated value using Eqs. 32 and 32, 
respectively. 
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)="7= 
kee oe 


ie -sourvivaolliuy o1 the Networx 





Pee robeolivy Of SuBevival Of the link 


Figure A-4. Simulation of the Probability of Survival 
of Network Four. 


Solid line represents the exact Vice etress aiid Dulticmsa on 
represent approximated value using Eqs. 31 and aia 
igeepectively. 
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H -—- Survivability of the Network 





lees 
r + 
& wate 


FE] Erobapmiaemen ot SUrvivyal of the lank 


Piece ho (OIG Ol §Cie Probab elin ys ob oUrvayal 
of Network Five. 


Seid line represents the exact value, cross and plus sign 
BeaecsecnG approximated value using Eqs. 31 and 32, 
mempecCively. 
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H -—- Survivability of the Network 
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Pes eeeopi aati ot asl a vel ot love niles 


Figure A~6. Simulation of the Probability of Survival 
of Network Six. 


Pomme tine represents the exaet valuey cross and plus sign 
Meee octlilL approximated value using Eqs. 31 and 32, 
mgeapeCcLively. 
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Figure B-1 


Simulation of the average errors between the exact method 
and approximations methods. 


Solid line and plus sign represent the errors of EGS 2) 5 aera 
Peeee respectively. 
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TABLES OF COMPUTATION OF SURVIVABILITY 
tad Vembe— 


Network One Network Two 





maak 





oe amr © Egat ewes 2 Eide 20 Cees) Acree 
era05 Cece Oe eee Cee OO Os 0.000 
wee CrCl Ge Ouae) Cree 0.004 ony 0.004 
or ORO Crate) Oe@ 2 I. Ge Oale2 Ce eizar OF O22 
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